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Domains Objectives Weightage Number of 
Questions

1.	 Background

•	 Network and Communication Technologies

•	 Information Security Threats and Attack Vector

•	 Information Security Technologies

21.79% 27

2.	 Analysis / 
Assessment

•	 Information Security Assessment and Analysis

•	 Information Security Assessment Process
12.73% 16

3.	 Security

•	 Information Security Controls

•	 Information Security Attack Detection

•	 Information Security Attack Prevention

23.73% 30

4.	 Tools / Systems / 
Programs

•	 Information Security Systems

•	 Information Security Programs

•	 Information Security Tools

28.91% 36

5.	 Procedures / 
Methodology

•	 Information Security Procedures

•	 Information Security Assessment Methodologies 
8.77% 11

6.	 Regulation / Policy •	 Information Security Policies/Laws/Acts 1.90% 2

7.	 Ethics •	 Ethics of Information Security 2.17% 3


